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  ABOUT NC3

The purpose of the Luxembourg National 
Cybersecurity Competence Center (NC3) is to 
strengthen the Country's ecosystem facing cyber 
threats and risks, by building cybersecurity 
competence and capacity, in a way that contributes 
to develop the cybersecurity industrial base in the 
country, and strengthens the strategic autonomy of 
the European Union.

  ABOUT CIRCL

The Computer Incident Response Center 
Luxembourg (CIRCL) is a government-driven 
initiative designed to provide a systematic 
response facility to computer security threats and 
incidents. 
CIRCL is the CERT for the private sector, communes 
and non-governmental entities in Luxembourg.

  ABOUT LHC

The Luxembourg House of Cybersecurity (LHC) is 
the backbone for leading-edge cyber resilience 
in Luxembourg and aims at capitalising on and 
further developing innovation, competencies, 
collaboration and capacity building.

http://www.nc3.lu
https://www.circl.lu/
https://www.cybersecurity.lu/lhc/


SummarySummary
This report summarises the 
cybersecurity threats observed in 
Luxembourg in 2021-22 and what
methods could be used to mitigate
their impact.

  THREATS AND    
    VULNERABILITIES

• Hafnium targeting Microsoft Exchange 
servers - increase in ransomware attacks

• Log4j vulnerability - insecure log creation 
to execute remote codes on targeted hosts

• DNS hijacking (seen on large-scale operator 
network) - to redirect users to malicious 
sites

• Phishing emails - a significant increase in 
malware attacks and stealing credentials

In the examined period, the biggest problem 
was the continuous flow of vulnerabilities, the 
ongoing abuse of previously hacked servers, 
and the attacks against IT service providers 
and the players of the retail banking sector.

  RECOMMENDATIONS  
   FOR 
  DEFENCE

Risk assessment, - perception, and - evaluation 
are vital to detect and react to possible 
attacks. Risk assessment is essential for 
threat modelling, as it can be an additional 
mechanism for reviewing an organisation’s 
attack surface. 

MONARC is a prominent tool for optimised, 
precise and repeatable risk assessment 
purposes. This report mentions the top five 
scenarios causing damage and the main 
weaknesses and vulnerabilities perceived by 
this tool.
In addition to increasing awareness, continuous 
and conscious training and capacity building 
are essential for cyberspace users. Besides 
theoretical training, testing the acquired 
knowledge in practice is essential to effectively 
detect and defend against attacks and increase 
the effectiveness of responding to them. The 
real-life, practice-oriented experience of a 
cyberattack can best be learned in ROOM#42.

  MITIGATIONS AND  
  SUPPORT SERVICES

This report presents the mitigations and support 
services and tools offered by NC3 and CIRCL.

https://www.monarc.lu/
https://room42.lu/
https://nc3.lu/
https://circl.lu/
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MALWARE AND 
MALICIOUS SOFTWARE 
DELIVERED BY EMAIL

During 2021, there was a significant 
increase (+ 136% increase) in events 
using malware and in the delivery of 
payloads by email (+82% increase). 
A significant increase in stealers 
of credentials and environmental 
information should also be highlighted .

THREAT 
 HIGHLIGHTS1.

VULNERABILITIES AND 
EXPLOITATION OF LOG4J

In December 2021, various groups, including some 
state-sponsored, exploited Log4Shell vulnerabilities 
as an access vector to enable ransomware operations 
and other criminal activities.

The Log4j vulnerability, called Log4Shell, is a critical 
vulnerability affecting a widely used open-source log library. 
The vulnerability in Log4j allows the creation of a log message 
in an insecure manner, and the opportunity to execute a remote 
code to gain full privileges on the targeted hosts.

EVEN IF THE VULNERABILITY CAN BE EXPLOITED, 
CIRCL DIDN’T NOTICE A HUGE IMPACT ON THE 
INFRASTRUCTURE LOCATED IN LUXEMBOURG. 

 A SIGNIFICANT NUMBER OF TENTATIVES WERE SEEN 
WITHOUT LARGE-SCALE EXPLOITATION, CONTRARY 

TO EXCHANGE SERVER, WHERE THE IMPACT WAS 
CONSIDERABLE.

HAFNIUM ATTACK AGAINST 
EXCHANGE SERVERS

During the first quarter of 2021, a new 
adversary group, codenamed Hafnium, emerged 
and massively targeted Microsoft Exchange 
servers. Attacks caused significant impacts 
with a considerable increase in Ransom 
campaigns leading to disruptions worldwide. 
The exploitation of Microsoft Exchange 
vulnerabilities allowed the installation of web 
shells for persistent access to systems and 
then to move laterally, using compromised 
credentials to authenticate.

DNS HIJACKING WAS SEEN 
ON LARGE-SCALE OPERATOR 
NETWORK

Throughout 2021, the monitoring system 
of the NC3 Threat Observatory Platform 
(NC3-TOP) (collecting from various sources 
including MISP sharing communities) recorded 
an increase in Domain Name Server (DNS) 
hijacking worldwide. DNS hijacking is a type 
of attack in which DNS queries are incorrectly 
resolved in order to unexpectedly redirect 
users to malicious sites. To carry out the attack, 
the perpetrators install malware on users’ 
computers, take control of routers, or intercept 
or violate DNS communication.
DNS hijacking can be used for pharming 
(in this context, attackers typically display 
unwanted ads to generate revenue) or phishing 
(displaying fake versions of sites users access 
and stealing data or credentials).
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https://logging.apache.org/log4j/2.x/security.html
https://www.circl.lu/pub/tr-65/
https://www.microsoft.com/en-us/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.circl.lu/pub/tr-64/
https://www.circl.lu/pub/tr-64/
https://www.nc3.lu/pages/observatory.html
https://www.misp-project.org/


   

The main threats faced by CIRCL are the continuous 
stream of vulnerabilities and the publicly visible 
systems in the IP address space in Luxembourg, 
such as the recent Zimbra vulnerabilities or specific 
equipment publicly exposed. The afterglow of the 
Microsoft Exchange vulnerabilities (as exploited by 
the HAFNIUM adversary group but by more threat 
actors at a later stage) still has a continuous impact 
on the ongoing abuse of previously compromised 
servers. The impact includes increased abuse using 
Emotet and similar malware used to target retail 
banking or Internet services.

The description of the two security holes abused on 
the Microsoft Exchange Server system and possible 
repair and mitigation methods are discussed in the 
following Technical Reports from CIRCL:

• TR-61 - Critical vulnerabilities in Microsoft Exchange
• TR-70 - Vulnerabilities in Microsoft Exchange 

CVE-2022-41040 - CVE-2022-41082.

In addition, publicly exposed services are the most 
targeted and successful initial access by adversaries, 
including ransomware or espionage groups. Some 
significant attacks were detected in IT providers 

giving services to the various sectors in Luxembourg. 
The Technical Report TR-69 - How to choose an ICT 
supplier from a security perspective provides its 
readers with several valuable tips on this matter.

Remote code injection in Log4j is a severe 
vulnerability on systems running Log4j. The Technical 
Report TR-65 - Vulnerabilities and Exploitation of 
Log4j (Remote code injection in Log4j) gives a brief 
overview, detection and incident response methods 
and recommendations to neutralise this vulnerability. 
As per the document, upgrading to the patched 
versions of Log4j 2.17.1, including fixes for CVE-
2021-44832 and CVE-2021-45105, eliminates this 
vulnerability. As mentioned above, the impact of the 
Log4j vulnerability was pretty low. Nevertheless, this 
vulnerability might be considered long-standing, as 
several systems were left unpatched.

Besides the above, it is worth mentioning that 
credential access - with some successful internal 
access to adversaries - has been increased by bribing 
a third party (such as an external contractor).

The list of all publications released by CIRCL is 
available here.

VULNERABILITIES VISIBILITY

 DETAILED 
VULNERABILITY       
  EXPLOITATION 

2.
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https://www.circl.lu/pub/tr-61/
https://www.circl.lu/pub/tr-70/
https://www.circl.lu/pub/tr-70/
https://www.circl.lu/pub/tr-69/
https://www.circl.lu/pub/tr-69/
https://www.circl.lu/pub/tr-65/
https://www.circl.lu/pub/tr-65/
https://www.circl.lu/pub/
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RECOMMENDATIONS3.
The most significant risks observed by Information Security practitioners can 
also be specified by considering the assumptions, choices and priorities of the 
MONARC’s users to assess and characterise their own risk posture. MONARC 
is a tool and a method allowing an optimised, precise and repeatable risk 
assessment.
Since end-user choices are based on personal judgments and evaluations, 
shared MONARC records provide a way of interpreting the choice of specific 
risk scenarios.
The most recurring scenarios are related to the theft of digital information 
stored on computers, servers, or electronic devices to obtain confidential 
information or compromise privacy. The data stolen could be anything 
considered valuable, ranging from online passwords, official identity 
document content, intellectual property, personal information and records 
and so on.
Data theft usually occurs because malicious actors want to sell the 
information or use it for identity theft. If data thieves steal enough information, 
they can use it to gain access to secure accounts, set up credit cards using the 
victim’s name, or otherwise use the victim’s identity to benefit themselves.
The risk assessment provides additional perspective to the threat modelling, 
especially the actual threat mentioned above. This can be seen as a 
complementary mechanism to overview the attack surface of an organisation.

RISK 
ASSESSMENT, 

EVALUATION 
AND 
RISK 

PERCEPTION

THE TOP FIVE SCENARIOS 
CAUSING DAMAGES AND 

RECORDED BY MONARC USERS

THE MAIN WEAKNESSES 
AND VULNERABILITIES 
PERCEIVED BY MONARC USERS

2

5 Security policies are not enforced

4
The unavailability of spare parts needed 
to restore critical hardware
components in case of failure

3
Insufficient support from the  
organisation’s management towards the 
enforcement of the security policy

The lack of familiarity by users of an 
Information System with its security 
measures

1 The absence of monitoring of the  
application’s security policy

In summary, MONARC users highlight problems associated with inadequate systems management approaches 
and the non-application of security protocols, standards and policies. These reasons can give an interesting 
perspective on the differences between the perceived threats versus the actual threats seen in the incidents 
and vulnerabilities described above.

1
Forging of rights: A malicious actor can gain access 
to a private network using social engineering, 
guessing, or gaining access to a password database.

2 Error in use: A person commits an operating error, 
input error or user error on hardware or software.

3
Corruption of data: Someone gains access to the 
communication equipment of the information  
system and corrupts transmission of information  
(by intercepting, inserting, destroying, etc.) or  
repeatedly attempts access until successful.

4
Breach of information system maintainability: Lack 
of expertise in the system making retrofitting and 
upgrading impossible.

5
Theft or destruction of media, documents or 
equipment: Media, documents or equipment can 
be accessed internally or externally by foreigners. 
It can be damaged or stolen.

3

https://www.monarc.lu/


   

Investing in its competence in Incident Response and Crisis Management is a 
critical necessity. It can be done in a progressive way, from basic capabilities to more 
advanced setups, but it cannot be avoided.
Training the whole workforce on phishing, email, and impersonation-related risks 
is still a priority. Year after year, email seems to stay a major entry point for attacks 
aimed at organisations. Beyond training, enforcing current security standards on 
the email-supporting infrastructure is essential.
Cooperation and communication within an organisation is a golden strategy to 
ensure proper capabilities and reactive measures against actual threats.

TRAINING 
AND 

CAPACITY 
BUILDING

It should be considered that participants can be of a specific group 
or team (such as C-level participants), which might not be directly 
involved into daily incident response.

• 45 % of the participants never activated the crisis team, illustrating 
their difficulty in acknowledging the state of the crisis.

• 70 % of participating teams did not seek help from a CERT. It’s 
dubious that a non-technical team will adequately understand the 
depths and breadth of a cyber crisis without the insight of highly-
technical experts.

• 80 % of participants forgot to communicate internally. This increases 
the risk of employees miscommunicating with external stakeholders 
by being unaware of the actual situation. Having an idea of what is 
happening and a set of guidelines for managing both internal and 
external interactions would reduce the risk of having employees being 
manipulated by external or internal contacts.

• 95 % didn’t think about collecting logs and evidence. This shows 
a lack of awareness and understanding of how the judicial system 
operates and reduces the likelihood of a successful prosecution of 
the attackers accordingly.

KEY 
LESSONS FROM

EXERCISES

The following mitigations from MITRE ATT&CK propose a sorted view (from the most important to the least 
important) based on the MISP communities and the information shared within those communities.

PRIORITIES FOR RISK MITIGATION

 •  NETWORK SEGMENTATION - M1030: Architect sections of the network to isolate critical systems, 
functions, or resources. Use physical and logical segmentation to prevent access to potentially 
sensitive systems and information. Use a DMZ (demilitarized zone) to contain any Internet-facing 
services that should not be exposed to the internal network. Configure separate virtual private cloud 
(VPC) instances to isolate critical cloud systems.

 •  NETWORK INTRUSION PREVENTION - M1031: Use intrusion detection signatures to block 
traffic at network boundaries.

 •  PRIVILEGED ACCOUNT MANAGEMENT - M1026: Manage the creation, modification, use, and 
permissions associated with privileged accounts, including SYSTEM and root.

 •  APPLICATION ISOLATION AND SANDBOXING - M1048: Restrict execution of code to a virtual 
environment on or in transit to an endpoint system.

 •  EXPLOIT PROTECTION - M1050: Use capabilities to detect and block conditions that may lead 
to or be indicative of a software exploit occurring.

 •  UPDATE SOFTWARE - M1051: Perform regular software updates to mitigate exploitation risk.
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https://room42.lu/
https://attack.mitre.org/versions/v11/mitigations/M1030/
https://attack.mitre.org/versions/v11/mitigations/M1031/
https://attack.mitre.org/versions/v11/mitigations/M1026/
https://attack.mitre.org/versions/v11/mitigations/M1048/
https://attack.mitre.org/versions/v11/mitigations/M1050/
https://attack.mitre.org/versions/v11/mitigations/M1051/


   

 •  EXPLOIT PUBLIC-FACING APPLICATION MITIGATION - T1190: Application isolation and least privilege 
help lessen the impact of an exploit. Application isolation limits what other processes and system features the 
exploited target can access. Also, the least privilege for service accounts limits the permissions the exploited 
process gets on the rest of the system. Web Application Firewalls may be used to limit the exposure of applications. 
Segment externally facing servers and services from the rest of the network with a DMZ or on separate hosting 
infrastructure. Use secure coding best practices when designing custom software for deployment to externally 
facing systems. Avoid issues documented by OWASP, CWE, and other software weakness identification efforts. 
Regularly scan externally facing systems for vulnerabilities and establish procedures to rapidly patch systems 
when critical vulnerabilities are discovered through scanning and public disclosure.

 •  VULNERABILITY SCANNING - M1016: Vulnerability scanning is used to find potentially exploitable 
software vulnerabilities to remediate them.

 •  FILTER NETWORK TRAFFIC - M1037: Use network appliances to filter ingress or egress traffic and 
perform protocol-based filtering. Configure software on endpoints to filter network traffic.

 •  STANDARD NON-APPLICATION LAYER PROTOCOL MITIGATION - T1095: Properly configure firewalls 
and proxies to limit outgoing traffic to only necessary ports and through proper network gateway systems. Also, 
ensure hosts are only provisioned to communicate over authorised interfaces. Network intrusion detection 
and prevention systems that use network signatures to identify traffic for specific adversary malware can be 
used to mitigate activity at the network level. Signatures are often for unique indicators within protocols and 
may be based on the specific obfuscation technique used by a particular adversary or tool, and will likely be 
different across various malware families and versions. Adversaries will likely change tool C2 signatures over 
time or construct protocols in such a way as to avoid detection by common defensive tools.

 •  USER TRAINING - M1017: Train users to be aware of access or manipulation attempts by an adversary to 
reduce the risk of successful spearphishing, social engineering, and other techniques that involve user interaction.

 •  RESTRICT WEB-BASED CONTENT - M1021: Restrict the use of certain websites, block  
downloads/attachments, block Javascript, restrict browser extensions, etc.

 •  ANTIVIRUS/ANTIMALWARE - M1049: Use signatures or heuristics to detect malicious software.

 • SOFTWARE CONFIGURATION - M1054: Implement configuration changes to software (other than the 
operating system) to mitigate security risks associated with how the software operates.

 • EXECUTION PREVENTION - M1038: Block execution of code on a system through application control 
and/or script blocking.

 • BEHAVIOUR PREVENTION ON ENDPOINT - M1040: Use capabilities to prevent suspicious behaviour 
patterns from occurring on endpoint systems. This could include suspicious processes, files, API calls, etc.

 • DISABLE OR REMOVE FEATURE OR PROGRAM - M1042: Remove or deny access to unnecessary and 
potentially vulnerable software to prevent abuse by adversaries.

 • AUDIT - M1047: Perform audits or scans of systems, permissions, insecure software, insecure configurations, 
etc., to identify potential weaknesses.

 • OPERATING SYSTEM CONFIGURATION - M1028: Make configuration changes related to the operating 
system or a common feature of the operating system that result in system hardening against techniques.

 • PASSWORD POLICIES - M1027: Set and enforce secure password policies for accounts.

 • MULTI-FACTOR AUTHENTICATION - M1032: Use two or more pieces of evidence to authenticate to a 
system, such as a username and password, in addition to a token from a physical smart card or token generator.

 • SYSTEM INFORMATION DISCOVERY MITIGATION - T1082: Identify unnecessary system utilities or 
potentially malicious software that may be used to acquire information about the operating system and 
underlying hardware, and audit and/or block them using whitelisting tools, like AppLocker, or Software 
Restriction Policies where appropriate.
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https://attack.mitre.org/versions/v11/mitigations/T1190/
https://attack.mitre.org/versions/v11/mitigations/M1016/
https://attack.mitre.org/versions/v11/mitigations/M1037/
https://attack.mitre.org/versions/v11/mitigations/T1095/
https://attack.mitre.org/versions/v11/mitigations/M1017/
https://attack.mitre.org/versions/v11/mitigations/M1021/
https://attack.mitre.org/versions/v11/mitigations/M1049/
https://attack.mitre.org/versions/v11/mitigations/M1054/
https://attack.mitre.org/versions/v11/mitigations/M1038/
https://attack.mitre.org/versions/v11/mitigations/M1040/
https://attack.mitre.org/versions/v11/mitigations/M1042/
https://attack.mitre.org/versions/v11/mitigations/M1047/
https://attack.mitre.org/versions/v11/mitigations/M1028/
https://attack.mitre.org/versions/v11/mitigations/M1027/
https://attack.mitre.org/versions/v11/mitigations/M1032/
https://attack.mitre.org/versions/v11/mitigations/T1082/


   

SUPPORTING SERVICES

The following services are publicly available and can be used by any organisation in Luxembourg.

FIT4CYBERSECURITY - is a self-assessment tool 
designed for a non-expert audience to estimate in 
a general way the degree of maturity of its security 
posture and obtain some basic recommendations.

This tool can be complemented by:

FIT4CONTRACT , to support business owners in 
verifying if contracts for the procurement of ICT 
services cover the essential information security 
aspects.

FIT4PRIVACY, to provide business owners with a 
good initial overview of their maturity in the field of 
privacy and data protection (as required by the GDPR).

TOP - aims to support its users with evidence-
based information on cybersecurity emerging 
threats, in order to facilitate their decision-making 
processes regarding the prevention strategies to be 
undertaken.

TRUST BOX - is the ideal toolset to raise 
cybersecurity awareness and empower all users 
with better cyber hygiene.

MONARC -  is a tool and a method allowing an 
optimised, precise and repeatable risk assessment.

TESTING PLATFORM - holds the tools and ser-
vices that will help organisations to perform basic 
tests on their most commonly exposed infrastruc-
tures, starting with email and web servers.

SPAMBEE - is a tool that allows a non-expert au-
dience to easily handle suspicious emails and notify 
them to experts who will make a complete diagnosis 
of each transmitted email. SPAMBEE was developed 
at the beginning of the year 2019, but for technical 
and dissemination reasons it started to enter full op-
eration in 2021. The evolution of the capacity of the 
tool and its use is evaluated by considering the evo-
lution of the number of events recorded over time.

NC3 SERVICES

Fit4Cybersecurity Threat Observatory Platform

Trust box

Testing Platform MONARC

At present, the tool can collect about a 
thousand suspicious emails per day. Of 
these, about 24 % on an annual basis are 
classified as phishing events. During the 
last few months, the daily rate has been 
around 150 events per day on a weekly 
basis. This reference fluctuates during 
the year depending on the different 
campaigns that occur periodically.

SUSPICIOUS EMAILS

PHISHING
EVENTS

24%

76%
OTHERS
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https://fit4cybersecurity.nc3.lu/
https://fit4contract.nc3.lu/
https://fit4privacy.nc3.lu/
https://nc3.lu/pages/observatory.html
https://nc3.lu/pages/trustbox.html
https://www.nc3.lu/pages/monarc.html
https://nc3.lu/pages/testing-platform.html
https://www.spambee.lu/


   

CIRCL SERVICES

The following services are publicly available and can be used by any organisation in Luxembourg  
without any specific login.

TYPOSQUATTING FINDER is a free and public 
service to quickly find typosquatted domains to 
assess if an adversary uses any existing fake do-
mains. You can enter a domain to discover poten-
tially typo-squatted domains. An advanced option 
allows you to select the algorithms used.

PANDORA is an analysis framework to discover if 
a file is suspicious and conveniently show the re-
sults. You can safely use this free online service to 
review files or documents received by a third party.

LOOKYLOO is a web interface that captures a 
webpage and then displays a tree of the domains 
that call each other. Lookyloo can be used to test 
unknown or potential malicious links safely.

URL ABUSE is a public CIRCL service to review 
the security of an URL (Internet link). Users regu-
larly encounter links while browsing the Internet 
or receiving emails. When there are some doubts 
regarding an URL (e.g. potential phishing attacks 
or malicious links), users can submit an URL for 
review, and a take-down process of the fraudulent 
content is initiated.

More public services are listed on https://www.circl.lu/services/

CIRCL ALSO OFFERS ACCESS TO PRIVATE SERVICES OR CLOSED COMMUNITIES:

CIRCL is the CERT for the private sector, communes and non-governmental entities in Luxembourg.

MISP  - Open Source Threat Intelligence and Shar-
ing Platform (formerly known as Malware Infor-
mation Sharing Platform) access is available on 
request. MISP gives an overview of the current 
trends of attacks and threat indicators, it is a shar-
ing platform that enables teams to collaborate and 
provides API access to ingest the information for 
detection and remediation into the security tools 
by the organisations.

AIL LEAK DETECTION AIL Project is an open 
source framework to collect, crawl, dig and ana-
lyse unstructured data, like information leaks 
publicly available on the Internet or Darknet. Or-
ganisations in Luxembourg can benefit from the 
service by being notified based on contextual key-
word lists.
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https://typosquatting-finder.circl.lu/
https://pandora.circl.lu/submit
https://lookyloo.circl.lu/
https://typosquatting-finder.circl.lu/
https://www.circl.lu/urlabuse/
https://typosquatting-finder.circl.lu/
https://www.circl.lu/services/
https://www.circl.lu/services/misp-malware-information-sharing-platform/
https://pandora.circl.lu/submit
https://www.circl.lu/services/ail-training-materials/
https://typosquatting-finder.circl.lu/



